
Universal Education, LLC. 
 
Privacy Policy 
 
Purpose 

The purpose of this Privacy Policy is to describe how Universal Education, LLC (the “Company”) collects, uses and shares 
information about you through our US websites and applications owned and controlled by us, including 
http://www.uedu.world (collectively referred to herein as the “Site”), and through any other medium you use to communicate 
with us.  Please read this notice carefully to understand what we do.  If you do not understand any aspects of our Privacy Policy, 
please feel free to Contact Us at info@universaled.org as described at the end of this Policy. 

Our Privacy Policy explains: 

• Information We Collect And Why We Collect It 

• How We Use and Share Your Information 

• Access To Your Information And Choices 

• Security Of Your Information 

• California Privacy Rights 

• Consent To Data Processing In United States 

• Changes To Our Privacy Policy 

• Questions And How To Contact Us 

 
Scope; Third Party Sites 

This Privacy Policy applies to information we collect at and through the Site and to information you provide us through any 
other medium, including, for example, email, text messages, telephone, letters, or otherwise.  Our Site also contains links to 
third party sites that are not owned or controlled by Company.  Please be aware that we are not responsible for the privacy 
practices of such other sites.  We encourage you to be aware when you leave our Site and to read the privacy statements of 
each and every website that collects personal information. 
 
Terms Of Use 

Please note that your use of our Site is also subject to our Terms of Use. 
 
Information We Collect, And Why We Collect It 

Information You Provide To Us 

Types of personal information we collect when you communicate with us include: 

• Name 

• Address 

• Billing address 

• Email address 

• Telephone number 

• Credit card number (solely for payment purposes) 

• Bank Account (solely for payment purposes) 

• [Login information] 

 
We may also collect certain other information necessary to fulfill the service that you have requested, including, for example, 
academic record and test scores, [postings and messages made in the online classroom environment, addresses to deliver items 
you ask us to order on your behalf.  We do not collect any information about and we advise you to not share any sensitive 
personal information that you do not feel comfortable disclosing to strangers, such as information that relates to medical facts, 
racial or ethnic origins, political or religious beliefs or sexuality. 

http://api.testbest.org/privacy#section-1
http://api.testbest.org/privacy#section-2
http://api.testbest.org/privacy#section-3
http://api.testbest.org/privacy#section-4
http://api.testbest.org/privacy#section-5
http://api.testbest.org/privacy#section-6
http://api.testbest.org/privacy#section-7
http://api.testbest.org/privacy#contact


If your information is collected through an Enterprise Account, we may provide the Enterprise Account holder with your usage 
data so the Enterprise Account holder can track how the Enterprise Account is used and accessed by its users. 

We may also collect and analyze information from the content of communications you have with us including messages and 
emails) using automated systems. 
 
Information Collected Through Analytics 

We may use Google Analytics, a web analytics service provided by Google, Inc., or another similar service (“Analytics”) to collect 
certain information relating to your use of the Site, including your browser, operating system, and other system attributes that 
are captured by Analytics.  Analytics may use cookies to help the website analyze how users use the site.  The information 
generated by the cookie about your use of the website (including your IP address) will be transmitted to and stored by Analytics 
on servers in the United States.  Analytics will use this information for the purpose of evaluating your use of the website, 
compiling reports on website activity for website operators and providing other services relating to website activity and 
Internet usage.  Analytics may also transfer this information to third parties where required to do so by law, or where such third 
parties process the information on Analytics’ behalf.  Analytics will not associate your IP address with any other data held by 
it.  You may refuse the use of cookies by selecting the appropriate settings on your browser, however please note that if you do 
this you may not be able to use the full functionality of our website.  By using our website, you consent to the processing of 
data about you by Analytics in the manner and for the purposes set out above.  For more information regarding Google 
Analytics please visit Google’s website, and pages that describe Google Analytics, such  as 
www.google.com/analytics/learn/privacy.html. 
 
Information Collected Through Cookies And Similar Technologies 

We and our service providers use cookies, web beacons, and other technologies to receive and store certain types of 
information whenever you interact with our website through your computer or mobile device.  A cookie is a small file 
containing a string of characters that is sent to your computer when you visit a website.  When you visit the website again, the 
cookie allows that site to recognize your browser.  Cookies may store unique identifiers, user preferences and other 
information.  You can reset your browser to refuse all cookies or to indicate when a cookie is being sent.  However, some 
website features or services may not function properly without cookies.  We use cookies to improve the quality of our service, 
including for storing user preferences, tracking user trends, and providing relevant advertising to you (see “Advertising” section 
below). 
 
No Information From Children Under Age 13 

If you are under the age of 13, please do not attempt to register with us at this Site, use the website or apps, or provide any 
personal information about yourself to us.  If we learn that we have collected personal information from a child under the age 
of 13, we will promptly delete that information.  If you believe we have collected personal information from a child under the 
age of 13, please contact us at info@universaled.org.  If you are over the age of 13, you may provide us with whatever 
information about yourself or a child under the age of 13 that is necessary to perform the services you request, and we will only 
use this information pursuant to this Privacy Policy. 

To Provide Products, Services, and Information. 

As described above, we collect information from you so that we can provide products and services that you request, and 
provide information that you request from us.  We use your personal information to: 

• Contact you about your service requests 

• Perform the services you requested 

• Process credit card / debit card transactions necessary for the services you requested 

• Personalize your experience 

• Improve our services 

• Process your purchases 

 
We may also use your information to send you information about products, services, and new offerings offered by us or by a 
Company partner through email or through text messages to your mobile phone.  We may also contact you through email when 
new partners join the Company network and for new offers by Company partners.  You may opt out of receiving marketing 
communications from us by contacting us at info@universaled.org. 

http://www.google.com/analytics/learn/privacy.html


 
Third Party Access 

We may provide information to third party service providers that help us fulfill services that you request from us.  We may also 
use third parties to help host our Site, send out email updates about the Site, provide marketing, analytic, and advertising 
services for us, remove repetitive information from our user lists, and process payments.  These service providers will have 
access to your personal information in order to provide these services, but when this occurs we implement reasonable 
contractual and technical protections to limit their use of that information to helping us provide the service. 
 
Advertising 

We may use how you use the Site in order to show you ads for related Company products and services, Company experts or 
partners or make suggestions that are relevant to your interests and individual needs.  We may use cookies and other 
information to provide relevant interest-based advertising to you.  Interest-based ads are ads presented to you based on your 
browsing behavior in order to provide you with ads more tailored to your interests.  These interest-based ads may be presented 
to you while you are browsing our site or third-party sites not owned by Company. 

We may belong to ad networks that may use your browsing history across participating websites to show you interest-based 
advertisements on those websites.  You can opt-out of receiving interest-based ads from us by changing the settings on your 
browsers or by visiting [Google’s Ads Settings at www.google.com/settings/u/0/ads.] Please note that if you choose to opt out, 
you will continue to see ads on our Site, but they will not be based on how you browse and shop. 

Currently, our Site does not recognize if your browser sends a “do not track” signal or similar mechanism to indicate you do not 
wish to be tracked or receive interest-based ads.  We allow third-party publishers across the web to collect information stored 
in cookies on your computer about your online activities when you leave this Site.  To learn more about interest-based 
advertisements and your opt-out rights and options, visit the Digital Advertising Alliance and the Network Advertising Initiative 
websites (www.aboutads.info and www.networkadvertising.org).  Please note that if you opt-out of receiving interest based 
advertising, you will still receive ads that will not necessarily be tailored to your interests. 
 
Feedback 

Your feedback and suggestions you submit, including feedback or suggestions submitted through online forms, social media 
sites, through the app or classroom portal, or through email, will be considered non-confidential and non-proprietary.  Please 
do not send us confidential and proprietary information or any information you would not want to be publicly disclosed.  You 
hereby assign to us any and all rights in and to, and grant us a perpetual, fully paid, global, royalty free, irrevocable right and 
license to use, all such ideas, suggestions, and feedback.  We may use any of your feedback or suggestions to improve our 
services or for marketing purposes on our website or on any of our social media sites without any obligation to you. 
 
Statistical Analysis 

We may use your information you provide to us through any medium (including emails you delegate us to process on your 
behalf), combined with other information we may obtain from other sources, to perform statistical, demographic, and 
marketing analyses of the users of the Company services, their service requests patterns, improve our understanding of our 
customers and potential customers, improve our service, and to improve customer relationships.  Such information is not used 
to identify you in any way and is merely used by us to determine which features and functions our users use most often, how 
users interact with the Site, and to determine potential future features and functions of the Site. 
 
Third Party Advertising And Marketing 

From time to time with your consent, we may disclose information with Company partners who may offer you products and 
services of interest.  You may opt-out of this sharing by contacting us at info@universaled.org.  The information we may share 
with Company partners includes your name, address, email address, telephone number, and information about types of 
services you have requested.  We require Company partners to agree to reasonable contractual and technical protections to 
limit their use of that information to their own advertising, and to not further share or distribute your information to non-
partner third parties without your consent. If you have consented to our sharing your personal information with these third 
parties, you may subsequently opt-out by contacting us at info@universaled.org. 
 
 
Legal Proceedings 

https://www.google.com/settings/u/0/ads
http://www.aboutads.info/
http://www.networkadvertising.org/


We will share personal information with third party companies, organizations or individuals outside of Company if we have a 
good-faith belief that access, use, preservation or disclosure of the information is reasonably necessary to: 

• Meet any applicable law, regulation, subpoena, legal process or enforceable governmental request 

• Enforce Our Terms of Use, including investigation of potential violations 

• Detect, prevent, or otherwise address fraud, illegal activity, network security or technical issues concerning our 
service 

• Protect against harm to the rights, property or safety of Company, our users (including you), customers or the public 
as required or permitted by law 

• Detect, prevent, or otherwise address risks to national security or other important public interests 

 
Your Consent 

In addition to the sharing described elsewhere in this Privacy Policy, we will share personal information with companies, 
organizations or individuals outside of Company when we have your express consent to do so, including with experts chosen by 
you. 
 
Transfer In The Event Of Sale Or Change Of Control 

Except as otherwise set forth in this Privacy Policy, we do not sell, trade, or transfer your personally identifiable information to 
third parties except as follows:  If the ownership of all or substantially all of our business changes or we otherwise transfer 
assets relating to our business or the Site to a third party, such as by merger, acquisition, bankruptcy proceeding or otherwise, 
we may share, transfer, or sell your personal information to the new owner.  In such a case your information would remain 
subject to the promises made in the Privacy Policy in affect at that time.  In addition, if the Company acquires another entity, 
the Company may share your information with our new corporate affiliate. 

Access To Your Information And Choices 

If you have questions about personal information we have about you, want to obtain a copy of the personal information that 
we hold, or need to update your information, you can contact us at info@ued.  While we are happy to provide you the 
categories of information we have about you, to protect the security of your information we cannot provide you with certain 
information you may have provided to us, including, for example, passwords, credit card information, and other account 
numbers except as required by law.   

You may request that we remove any information we have about you by contacting us at info@universaled.org.  In certain 
circumstances we may retain a copy of your personal information to comply with applicable laws and regulations. You can opt-
out of receiving marketing and promotional e-mails from Company by contacting us at info@universaled.org.  You may also 
opt-out of any disclosure of your personal information to our third-party processors at any time by contacting us at 
info@universaled.org.  Please be aware that if you opt-out of such disclosures or request that your personal information be 
deleted, certain features of the Site may no longer be available to you or you may not be able to use the Site. 

You may close your account as described in our Terms of Service.  If you close your account, we will no longer use your online 
account information or share it with third parties.  We will delete your information, including all stored or recorded 
information, at such time as we no longer have need of your personal information.  We may, however, retain a copy of the 
information for archival purposes, and to avoid identity theft or fraud, all as allowed by law.  We may also anonymize 
information collected from you for research and statistical purposes and may retain and use such information indefinitely 
without further notice to you. 
 
Security Of Your Information 

We use industry standard physical, technical and administrative security measures and safeguards to protect the confidentiality 
and security of your personal information.  We also limit access to your personal information to only those employees, agents, 
contractors, and third-party processors that have a need to know such information.  Such persons will only have access to your 
information on a need to know basis and are contractually required to maintain the confidentiality of such personal 
information.  It is your responsibility to protect the security of your login information.  Please note that e-mails and other 
communications you send to us through our Site are not encrypted, and we strongly advise you not to communicate any 
confidential information through these means. 

http://api.testbest.org/privacy#contact
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We have put in place safeguards to let us know if any personal information has been improperly accessed and, if such a breach 
does occur, we will notify you where we are legally required to do so. 
 
California Privacy Rights 

Under California’s “Shine the Light” law, California residents who provide personal information in obtaining products or services 
for personal, family or household use are entitled to request and obtain from us once a calendar year information about the 
customer information we shared, if any, with other businesses for their own direct marketing uses.  If applicable, this 
information would include the categories of customer information and the names and addresses of those businesses with 
which we shared customer information for the immediately prior calendar year (e.g. requests made in 2018 will receive 
information regarding 2017 sharing activities). 

To obtain this information, please send an email message to info@universaled.org with “Request for California Privacy 
Information” on the subject line and in the body of your message.  We will provide the requested information to you at your e-
mail address in response.  Please be aware that not all information sharing is covered by the “Shine the Light” requirements and 
only information on covered sharing will be included in our response. 
 
Consent To Data Processing In United States 

Our Site is operated and managed on servers located and operated within the United States.  By using and accessing our Site, 
residents and citizens of countries and jurisdictions outside of the United States agree and consent to the transfer to and 
processing of personal information on servers located in the United States.  In some instances the protection of such 
information may be different than required under the laws of your residence or location.   
 
Changes To Our Privacy Policy 

Our Privacy Policy may change from time to time.  We will not reduce your rights under this Privacy Policy without your consent 
in accordance with applicable law.  We will post any privacy policy changes on this page and, if the changes are significant, we 
will provide a more prominent notice (including, for certain services, email notification of privacy policy changes).  We will also 
keep prior versions of this Privacy Policy in an archive for your review. 
 
Questions And How To Contact Us 

If you have any questions, concerns, complaints or suggestions regarding our Privacy Policy or otherwise need to contact us, 
please email us at info@universaled.org. 

 

mailto:info@uedu.world

